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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne

lNodnuck u dama

WHe. Nenodn.

1 BBEJIEHHUE

ABTomaTu3upoBaHHas cuctema Cpena KoJuleKTUBHOU paspaboTku DI'VII
«POALI-BHUND Dy (manee — AC «CKP III») sBisercs 06a30BoM CHCTEMOM
UHOPACTPYKTYpPhl M OCHOBOW (PYHKIIMOHUPOBAHUSI CUCTEM HH(POPMAIIMOHHOTO
B3aumozeiicTeust Muctutyta ungpossix TexHonoruii OI'VII « POAL-BHUNDOy.

Cpena KOJIEKTUBHON pa3pabOTKU MU(PPOBBIX MPOTYKTOB CUCTEMBI ITOJHOTO
xu3HeHHoro 1ukia «lludpoBoe mnpenmpusitue» (mamee — CIDKIL) »sto
COBOKYINHOCTb CEpPBHUCOB W IIPOrpamMM, a TaKXEe TEXHUYECKHX PEIICHUA B
3AIIMILEHHOM UCIIOJIHEHUH, TPEAHA3HAYEHHBIX I OpraHu3alliy B3auMOICHCTBUS
MEXK]ly Y4aCTHUKaMH Kooneparuu o cozganuto CIDKLI.

[Tonp3oBatensasmu AC «CKP LII» sBusroTCS pacnpenesieHHbIE KOMAaHIbI
OI'VII «POAL-BHUUD®», opraHu3auMd COUCHOJHUTENEH, a  TakKke
IIPEACTABUTENIEN TEXHUYECKUX 3aKa34MKOB U noJip3oBatenen CIDKLI.

Hensamu cozpanusa AC «CKP LIy sBistoTcs:

- TIpeIOCTaBIEHUE YYaCTHUKAM pa3paboTKH JOCTyIa K pabouuM MaTepraiam
nporpammbl  «Co3/1aHHe€ KOMIUIEKCAa NPOrpaMM B 3alMIIEHHOM HCIOJHEHUU
«CucTteMa moJIHOTO KU3HEHHOTO 1ukKIa u3nenuit «{udposoe npeanpustuey;

- aBTOMATHU3allMsl OCHOBHBIX TIPOLIECCOB pa3padOTKM U MOJEpPHU3ALUU
MPOTPaMMHBIX MPOAYKTOB;

- COOTBETCTBHE TpeOOBaHUSIM pEEecTpa POCCUHCKOIO  MPOrpaMMHOTO
o0ccIIcUeHHS;

- IPEAOCTAaBIECHUE MPEANPUATUAM — TEXHUUECKUM 3aKa3UUKOB BO3MOKHOCTHU
anpoOanuu TMPUKIAAHBIX WH()OPMAIMOHHBIX CHUCTEM, CO3JIaHHBIX B paMKax
peanm3zanuu CITDKILI;

- peanmuzarust TpeboBanmit ['OCT P 56939-2016 3ammra wHbOpMammm.
Pa3zpaboTtka 6e30macHoro nporpaMmmHoro ooecreuenus. Ooime TpedoBaHus.

K pa6ote B AC «CKP IIIT» B kauecTBe m0JIb30BaTEIICH JOMYCKAIOTCS JIUIlA Ha
OCHOBAaHUU YKa3aHUs, PACIOPSIKEHHS JOJLKHOCTHOTO JIMIA OTBETCTBEHHOTO 3a

opraHu3zaiuio padot u ooecneuenue 3amutbl nHbopmarmu B AC « CKP LID».
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ITepen nauanom o6paboTKu HHDOPMAIIMK HA ABTOMATU3UPOBAaHHOM paboueM
mecte (APM) AC «CKP III» mnonb3oBaTenb MAOMKEH O3HAKOMHUTBCS C
PYKOBOJICTBOM.

Ha o6opynoBanuun AC «CKP LII» 3anpemaercs:

- oOpabaThiBaTh 1 XpaHUTh Ha APM nH(popmMalinio, OTHECEHHYIO K KATETOPUH
OTPAaHWYEHHOIO0 JOCTyHa B COOTBETCTBHHM C 3aKOHOAATENBLCTBOM Poccuiickon
denepalidi U HOPMATUBHO-PACHOPSIUTEIBHBIMH  JIOKYMEHTaMH,  T.€.
COCTaBIISIIONIYI0 TOCYJAapCTBEHHYIO TailHy, KOMMEPYECKYIO TailHy, CIyXeOHYIO
UHGOPMAIIMIO OTPAHUYEHHOTO PAaCIpPOCTPAHEHHUS, B TOM YUCIE C MOMETKOU «Jlis
CIIy>)k€OHOTO TOJIb30BaHMS», a TaKK€ OXpPaHSIEMblE 3aKOHOM IEPCOHAJIbHBIC
JTAaHHBIE;

- IOJKJIIOYaTh JIIOObIe HOCUTEIM HH(POpPMAaLUH, COJEpKallle YKa3aHHYIO

BBIIIE WH(POpPMAILIHIO.
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lNodnuck u dama
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2 OBJIACTDB IIPUMEHEHMUA

Hacrosnmii periiaMeHT NpenoCTaBICHUS JOCTYNIa K CHUCTEMaM CpEJbl
KOJUIEKTUBHOM pa3palboTku (nanee — PernameHT) pacmpocTpaHsercs Ha paOOTHUKOB
OI'VII «POALI-BHUND Dy .

Hacrosiumii periiaMeHT yCTaHaBIMBAET MOPSIIOK MOJKIIOYEHUS K CHCTEMaM
AC «CKP LII» aBToMaTu3upoBaHHBIX padbounx MmecT (naiee — APM) paGoTHUKOB,
OCYLIECTBIISIOMMX JeATeNpHOCTh Mo co3ganuto CIDKI] u3 yucia BXomsmux B
coctaB aBToMaTu3upoBaHHOU cucteMbl OI'YII «POAL-BHUMNO®» n ynaneHHbIX
APM paOoTHHUKOB, HE BXOJAIIMX B COCTaB aBTOMATU3UPOBAHHON CUCTEMBI.

Pa6oter nmo co3manuto CIDKL] mMoryt ocymiecTBifTh HITaTHbIE paOOTHUKU
OI'VIT «POAL-BHUND®D», a Takxke paOOTHUKM CTOPOHHHUX OpraHHU3aluMH,
npUBJIEKaeMble ¢ 1enblo pa3paborku u otnaaku I10 B UT-pecypcax B pamkax
noroBopHbIX oTHOmEeHn! ¢ OI'VII «POAL-BHUNDOD».

OTBETCTBEHHOCTh 3a aKTyaju3aluuio PernmameHTa W KOHTPOJb 3a €ro
UCIIOJIHEHHEM  BO3JIara€TCsi Ha PYKOBOIUTENS IPOEKTHOTO  HAIPABIICHUS,

3aMCCTUTCIII HaYaJIbHUKA HAYYHO-HCCICAOBATCIBCKOIO OTACICHHA - HAYaJIbHUK

otaena OI'YII «POAIL-BHUNDD».
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lModnuck u dama
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3 TEPMHUHbBI U COKPALLIEHUA

B HaCTOAIIICM PermamenTe HOBEIE TCPMHUHBI HC YCTAHABJIMBAIOTCA. B

HACTOAIICM JOKYMCHTC UCIIOJIB3YIOTCA CIICAYIOINNC COKPAICHMAA:

Tabnuma 1 — TepMHUHBI U COKpAILICHUS

Tepmun/coxkpamenue

IHosicnenne/pacmuppoBka

AD LDS

Active Directory Lightweight Directory Services —

ciry>k0a 00JIerYeHHOTO JOCTYTa K KaTajJoram

VPN

Virtual Private Network

APM

ABTOMAaTU3UPOBAHHOE paboyee MECTO

AC

ABTOMaTHU3UPOBAHHAs CHCTEMA — CUCTEMA,
COCTOSIIIast U3 MEPCOHANIA U KOMIUIEKCA CPEJICTB
aBTOMATHU3ALIMM €TO ACATEIBHOCTH, PeaInu3yIolas
MH(OPMAIMOHHYIO TEXHOJIOTHIO BBITIOJIHEHUS

YCTaHOBJICHHBIX (YHKIIUN

AC3U

ABTOMaTHU3UPOBAHHAS CHCTEMA B 3AIUIIEHHOM
WCMOJIHEHUH — aBTOMAaTU3UPOBAHHAS CUCTEMA
I'ockopniopauuu «Pocatom» u opranuzamnuia
I'ockoprniopannu «Pocatomy», peann3syromnias
UH(OPMAITMOHHYIO TEXHOJIOTHIO BBITIOJIHEHHUSI
YCTAaHOBJICHHBIX (DYHKIIUN B COOTBETCTBUU C
TpeOOBaHUSIMU CTAHJIAPTOB WJIA UHBIX
HOPMATUBHBIX JOKYMEHTOB I10 3aLUATE

uH(popmManuu

b

NudopmanmonHas 6e301acHOCTb

Nudopmarmonnas

CHUCTEMA

COBOKYITHOCTh pelleHuH, pa3pabOTaHHBIX B
COOTBETCTBHUH C TPeOOBAaHUSIMHU OM3HEC MPOIIECCOB
MIPEANPUATHS U TTPEAHA3HAYCHHAS 1) XPAHCHHS,

noucka u 00paboTku HHPOPMAITHH

Uam.
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TepMun/coKpaLeHHe IosicHenune/pacmngpoBka

UT-pecypc O06bekT (nHpOpMaIMOHHASA CUCTEMA, BBIICTICHHBIN
ClieHapuil UTHPOPMAILIMOHHON CUCTEMBI U T.J.), IS
KOTOPOT'O Ha3HAYEH BIAJEIEL

NIT HuctutyT mudpossix Texnonorud OI'YIT «POAL-
BHUNDD»

Konduaenumnansuas JlokymeHTupoBaHHasi HHGOpMaIus, TOCTYII K

uHpopMaIus KOTOPOM OTpaHUYMBAECTCS B COOTBETCTBUU C
3aKoHoAaTenbCcTBOM Poccuniickon Denepanuu

ITonp30BaTens JIOJKHOCTHOE JTMIIO OPTaHU3aLNH, SIBIISIONIEECS
norpedurenem UT-ycnyr, okazpiBaeMbIX
IIPOBANIEPOM CEPBUCHBIX YCIIYT 110 TOIOBOPY

MO MexcereBon JKpaH

Uam.
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne

lNodnuck u dama
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4 OBA3AHHOCTU INIOJIB3OBATEJISA

Jns nocryna u 3arpy3ku OC noap30BaTenb NOJIy4YaeT y AJIMHUHUCTpPATOpa
AC «CKP UII» nepcoHanbHbIN HACHTU(PHUKATOP — yUETHYIO 3anUCh. [logkimovasich
noa cBoer yderHou 3amuceto kK AC «CKP LII», monb3oBarens NpUHUMAET
ClIeIyIone 00s3aTeNbCTRA!

1) 3HaTh W BBINONHATH TPEOOBAHUS OPraHU3ALUOHHO-PACIIOPSIAUTEIBHBIX U
sKcITyaTaliMoHHbIX 10KyMeHTOB AC «CKP LII»;

2) npy BO3HUKHOBEHUM COMHEHHUH B JIETUTUMHOCTH TOTO WM HMHOIO
JEUCTBUS YTOUHHUTD Y CBOEIO PYKOBOJAMTEIS, SBJIAETCS JIM OHO nipruemiieMbIM B AC
«CKP UlI»;

3) XpaHUTH B TallHE U HE MepeaBaTh KOMY Obl TO HU OBLIO JIMYHBIE MapOJIH;

4) HEeMeIEHHO 3aMEHUTb M1apoJib B CIIy4ae €ro KOMIPOMETAIUH;

5) no oxonwyanuu padotel B AC «CKP III», a Takxke mnpu BbIXOAE U3
MOMEIICHHS B TEUEHHE padoyero JHS BBIKIIOYATh Wi OJokupoBatb APM;

6) coOmroaaTh npaBuia padoThl CO CPEACTBAMHU BBIUMCIUTEIbHOW TEXHUKHU U
CpelICTBaMH aHTHUBUPYCHOM 3aIlUTHI;

7) yMETh TMOJIb30BAThCS CPEICTBAMU AHTHUBUPYCHOW 3alUTBHl M, MpH
HE00X0AUMOCTH, poBepsATh APM Ha Hanuure BpeIOHOCHBIX MPOTpaMM (BUPYCOB);

8) Mpy yCTAaHOBKE MPOTrPaAaMMHOr0 OOECHEeYeHHs, HEOOXOAUMOTro IS
BBITIOJTHEHUS CIY)KEOHBIX 00s3aHHOCTEH, CBs3aHHBIX ¢ co3ganuem CIDKII,
ucnosib3oBath [0 B COOTBETCTBUM C JUIEH3UEH, 1O KOTOpod ganHoe [0
pacnpoctpansiercs. IIpy  BO3HMKHOBEHHWH BONPOCOB O  IIPaBOMEPHOCTH
ucnoip3oBanus [10 HeEoOXoauMO 0OpaTUTHCS C COOTBETCTBYIOLIUM 3allpOCOM B
IOPUIUYECKUI OTJIET IPABOBOTO YIIPABJICHUS;

9) noxnansiBath ammuuucTpaTopy AC «CKP LII» o hakTax kommpomeTanuu
napoJisi, HECAaHKIMOHMPOBAHHOTO JIOCTYNa CO CTOPOHBI APYTHX IOJIb30BaTENeH,
YTEUKU U HapyLIEHUs! LEJOCTHOCTU 00pabaThiBaeMO MH(POpPMAIIUH, a TAKKe 000
BCEX M0I03pHUTEINBHBIX aKTUBHOCTAX Kak B AC «CKP IIII», Tak 1 Ha cBoeM pabodyem

MECTCE.
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lModnuck u dama

UHe. NeOyb6r.
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lNodnuck u dama
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5 OTPAHUYEHWS, HAKJAJIBIBAEMBIE HA PABOTY
MOJB30OBATEJIEN AC «CKP IIIT»

[Tonw3zoBatensm cermenta AC «CKP LIT» 3anpereHo:

- oopabarsiBath B AC «CKP LII» koHpuaeHuuanbHyo uHOpMAIUIO, U
uH(GOPMAIINIO, COJIEPKAIIYIO CBEICHUS, COCTABIISIOIINE TOCYAAPCTBEHHYIO TaliHy;

- UCII0JI30BaTh KOMIIOHEHTHI MPOrPaMMHOIO W alnapaTHOro oOecreyeHus
AC «CKP LII» B HECTYKEOHBIX IETIAX;

- octaBnsaTh APM BkiItOYeHHBIM 0e3 OJOKHMPOBKHM B CIy4yae OTCYTCTBHUS Ha
paboueM MecTe;

- co00MIaTh YCTHO WJIM MUCbMEHHO JAPYTUM JIUIAM JINYHBIE UMEHA YUETHBIX
3aIuCer U MapoJv K HUM;

- OCYLIECTBJIATH BBOJ NApOJeH, JOMyCKash BO3MOKHOCTb O3HAKOMJIEHHS C
HUMU [TOCTOPOHHUX JIUII;

- XpaHUTh B OTKPBITOM JIOCTyHE€ TNapojib Ha JIOOBIX HOCUTENSIX (Kak
OYMaKHBIX, TaK U 3JIEKTPOHHBIX );

- CAaMOBOJIbBHO BHOCHUTb H3MEHEHHUS B COCTaB U KOHCTPYKIMIO CpPEIICTB
BbluncauTenbHOM TexHUkn AC «CKP III», oTKpbhIBaTh KpPBIMIKK YCTPOWCTB U
0s10k0B TexHuueckux cpeacts AC « CKP LID»;

- HapyLaTh LIEJIOCTHOCTb 3AIIUTHBIX MJIOMO Ha KPBIIIKAaX CUCTEMHOTO 0JIOKa;

- co3maBaTh  WiIM  MOAUGUIIMPOBATH  MPOTPAMMBI I CPEJNCTB
BBIYHMCIIUTEIbHON TEXHUKHU UM BHOCUTh U3MEHEHUS B CYIIECTBYIOIINE MPOrPaMMBI,
OPUBOMASIINE K  HECAaHKIIMOHUPOBAHHOMY  YHHUYTOXXCHHIO, OJOKHPOBAHMIO,
Moau(UKaIMK JTU00 KOMUpOBaHUIO UHPpopManuu, HapyiieHuto padbotel AC «CKP
[I1», a Takke HUCHOJI30BaTh JUOO pACHPOCTPAHATH TaKWe MPOTPaMMbl WITU
MaIlllMHHbIE HOCUTEIIU C TAKUMHU MPOTPaMMaMUu;

- IOJKJII0YaTh nepcoHanbHbie ycTporcTBa B ceTh AC «CKP III», Bkitouas
pPOYTEpBI, MApUIPYyTU3ATOPHI, TOUKH JocTyna Wi-fi, MOOMIbHBIE YyCTPONCTBA;

- OCYLIECTBJISATh CKAHUPOBAHUE CETH;

- UCMOJB30BaTh HHCTPYMeHTHI Kiacca «Hack Tools» ms I[TO cepsucos CKP.
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne
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ITpu HEOOXOMMOCTH HCIIOJIB30BAHUS JAHHBIX MHCTPYMEHTOB, OHU JOJDKHO OBITh
MCIIOJIb30BaThCS TOJIBKO I10 CIIyKEOHOMY 3a/1aHUIO U C COTJIACOBAHUS PYKOBOJAUTENS
npoekrta CKP;

- co3gaBath ToHHEH B AC «CKP LII». Ilox ToHHEIIME TOHUMAaETCS TF000¢e
mU(QpOBaHHOE WM WHKAICYJIMPOBAaHHOE COCIWHEHHE, HE OMHCAHHOE B
TEeXHUUYECKOM perennn Bamero ganamadra B AC «CKP LIy

- IonmycKaTb K pe3yJibTaTaM BBINOJHAEMBIX paboT (B TOM 4HCIE
IIPOMEKYTOUHBIM) JIML, HE UMEIOIIUX K HUM IPSIMOTO OTHOIIECHHS;

- YHUYTOXAaTh, KOMUPOBATh WM MIPOU3BOJUTH KaKHe-JIN0O Ipyrue 1elcTBUs
HaJ JOKyMEHTaMHu, Mporpammamu, (Qaiimamu, 0OazaMu JaHHBIX  JPYrHX
M0JIb30BaTeNEH 0€3 X pa3pelieHus;

- IOJIb30BAThCSl IPaBaMM, KOTOPBIE IMOJIyYEHBI CllydallHbIM oOpa3zoMm (0e3
HETMOCPECTBEHHBIX JEHCTBUI);

- pabotate Ha APM, noakmouenHoM k AC «CKP LIT» npu o6HapyxeHuun Ha
HEM KOMIBIOTEPHBIX BUPYCOB WM KaKUX-THOO HEUCIIPaBHOCTEH;

- OCYUIECTBJISATH NONBITKH HECAHKIIMOHUPOBAHHOIO TOCTYIA K HHPOPMALIUH,
a UMEHHO: MMPOU3BOJUTH MOI00P Maposist APYroro Mojab30BaTeNs, IPEBBILIATH CBOU
noJHoMouusi mpu pabore Ha APM, mpoBoauTh pabOThl MO MCCIEIOBAHUIO
O0OHapy’KEHHBIX KOMIIBIOTEPHBIX BUPYCOB U TOMY MOJOOHOE;

- CaMOCTOATEIBHO MPEIOCTABIATh AOCTYI O CETU K JIOKAJbHOMY IIPUHTEPY,

yCTaHOBJICHHOMY Ha APM nonb3oBarens.

Jlucm

Uam.

Jlucm |Ne dokym. odn. Hama
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne

lNodnuck u dama

WHe. Nenodn.

6 IIPABA IMOJIb3OBATEJIEN

[Tonws3zoBatens AC «CKP LID» umeer npaBo:

- moJiydatb Joctyn kK uMmerommmces pecypcam AC «CKP LIl» B npenenax
CBOMX JIOJDKHOCTHBIX 00SI3aHHOCTEH;

- TpeboBate or anmuuHucTpatopa AC «CKP HII» co3manus ycioBuid
JUTSI KAYECTBEHHOTO BBITIOJHEHUS CBOUX JIOJDKHOCTHBIX 00sI3aHHOCTEH;

- TpedoBath oT aamunHuctparopa AC «CKP LII» GecnepeboitHoi pabOThI
cBoero APM u ceTeBbIX CpeACTB BBOA/BBIBO/IA,

- paborath B AC «CKP III» TonpkO MMOJ JUYHOM Y4YETHOW 3aIlUChlO,
BbIIaHHOM agMuHUCTpatopoM AC «CKP LIT»;

- oOpaiatbcsi K aJIMUHUCTPATOPCKOMY COCTaBY IO BOIPOCaM YCTaHOBKHU

H€O6XOIIHMOFO JJIsA pa6OTBI Pa3pCIICHHOIO IIPOrpaMMHOIO oOecrecueHus.

Jlucm

Uam.
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne

lNodnuck u dama

WHe. Nenodn.

7 OTBETCTBEHHOCTD OJIb30BATEJIEN

[Tonp3oBatens AC «CKP HII» B pamkax cBOE€H JEATEIBHOCTA HECET
OTBETCTBEHHOCTb:

- 32 HECBOEBPEMEHHOE U HEKAYECTBEHHOE UCIIOJHEHUE CBOMX 00S3aHHOCTEH;

- 32 HECOOJIIOICHHE IEUCTBYIOIIMX MHCTPYKIUI, NPUKA30B U PACIOPSIKEHUN
B YaCTH €0 Kacarollencs;

- 3a wucnojgp3oBanue Ha APM IIO B COOTBETCTBHH C JHIICH3HMOHHBIM
COrJIallIcHUEM;

- HapyIICHUsT TpaBWJ  OXpaHbl  TpyAa, IOXKapHOM  0e30MacHOCTH
Y MPOMBIIIJICHHOW CaHUTapHH.

B ciyuae napymienust peboBaHui 1o 3amure HHGOpMaIlUy, MOJIb30BaTelb

HCCCT NUCHUINIMHAPHYIO OTBCTCTBCHHOCTD.
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Uam.
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne

lNodnuck u dama

WHe. Nenodn.

8 TIPOLIECC BXOJIA B AC «CKP IIT»

[Tocne co3manust akkayHTa MOJIb30BaTENs aIMUHUCTPATOPOM, MOJIb30BATENb
nosryqaeT goctyn kK AC «CKP LII» u ee cepucam. JlocTym oCyIiecTBISIOTCS TUO0
C aBTOMAaTU3UPOBAHHBIX pabounx MecT (APM), ¢ ycCTaHOBIIEHHBIMH Ha HUX
cucremamu Windows unu Linux B pomarniHel win pabodeld CeTH U IpU HATHUYUU
JIocTyna B ceTh VHTEepHeT, MO0 yAaJIeHHO, MOCPEACTBOM 3amuiieHHoro VPN

COCIUHCHMU:.

8.1 Hoakiarwuyenne k AC CKP nocpeacreom VPN coenuHenus

Vnanennsiit goctyn k cetu AC «CKP IID» ocymiectBisieTcss mocpeicTBOM
samuiieHHoro VPN coequnenus npu nmomoiny kireHTa SecoClient.
Hns ycranoBku SecoClient u Bxoga B cetb AC «CKP IIIl», HeoOxoaumo
BBITIOJIHUTH CJICTYIOIIUE IIaru:
1. Ckauath SecoClient, JOCTYTHBIN 10 CCBUIKE

https://212.22.67.106/app/secoclient-win-64.exe. B cityyae nosiBieHus cooOeHust

B Opay3epe 0 BEpOATHOM yrpo3e 0€30MacHOCTH, HaXKaTh KHOIKY «/[omoJHUTEIEHOY

M B OTKPBIBIIEMCA OKHE HAKAaTb KHOIIKY ((HpI/IHSITB PHUCK U ITPOAOJIZKUTB).

Mpeaynpexaenune: BeposatHas yrpo3a 6eaonacHoCcT#

Firefox o6Hapyxun BepoaTHyto yrpo3y 6e30nacHOCTU U He cTan oTKpbiBaTh 212.22.67.106. Ecavm Bbl
flOCeTUTE 3TOT CalAT, 310YMbILLAEHHUKM MOFYT NOMbITaTbCA NOXMTUTL Bally MHGOPMaLMIO, TaKyHo Kak
napo/u, aapeca 3N1eKTPOHHOI NOYTLI UK AaHHble 6aHKOBCKMX KapT.

Kak Bbl MOXeTe 3T0 ucnpaBuTb?

Ckopee Bcero, 31a npo6nema CBAi3aHa C CaMVM Be6-CaiTOM, U Bbl HUYEro He CMOXETE C 3TUM CeNatb.

Ec/u BbI HaxoAUTeCh B KOPMOPATUBHOM CETW WA UCTIO/b3YEeTe aHTUBMPYCHYIO MPOrPamMMy, Bbl MOXETE CBA3aTLCA CO
Y60/ NOAACPXKM ANA NONYYEHUA NOMOLUW. Bbl TaKKe MOXeTe coobLMTL aAMUHUCTPaTOpPY Be6-caiita 06 3ToW
npobneme.

BepHyTbca Hasaa (pexomenayercs) JLONONHUTeNBHO...

Pucynok 2 — OxHO 6€3011acHOCTH

Buumanue! Coobwenue u knonka 0obasieHus 6 UCKIIOYEHUs aopeca

hitps://212.22.67.106  moodicem  pazmuuamuvcsi 8  3A8UCUMOCMU  OM

ucnoavzyemoz2o Bawu bpayszepa.

Jlucm

Uam.

Jlucm |Ne dokym. odn. Hama
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https://212.22.67.106/app/secoclient-win-64.exe
https://212.22.67.106/

lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne

lNodnuck u dama

WHe. Nenodn.

2. Hns noaxmrouenust K AC CKP HeoO0X0oa1uMo Ipou3BECTH YCTAHOBKY U 3aITyCK

kimedTa SecoClient.

0

SecoClient

Pucynok 3 — 3Hadok kJneHTa

3. IlpousBenure 100aBI€HNE HOBOTO COCIMHEHNS, HAKAaB HA 3HAUYOK

KapaHaalia

(i) SecoClient

SecoClient

C[JE,[LHHEHHE| SKR_VPN v\ i

CoegWHeHwe

Hacrpoiikn npokcn

Pucynok 4 — OkHo kiMeHTa

4. 3anonHuTe BCEe HEOOXOAMMBIE TIOJIS, KaK TOKa3aHO Ha PUCYHKE 5 U HaXMUTE

KHOTIKY «OK»

Jlucm

Uam.

Jlucm |Ne dokym. odn. Hama
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lModnuck u dama

WHe. Neoy6r.

o

B3am. uHs.

lNodnuck u dama

WHe. Nenodn.

5. BBeaurte OTWH W Mapojb, BbaHHble anmMuuuctpatopom CKP, n Haxxmure

| CBepeHus coeavHeHUs X

00 SSL VPN 1Ms coeauHeHus

SKR_VPN *

Q 3Kcnopt

OnucaHne

[Moakniouerve k cpepe konnekTyBHoit paspaboTku

Anpec wno3a

[212.22.67.106 * nopr [443 *@®

PeXWUM TyHHENs

/ABTOONpeneneHme ~| ®

I Mepesanuce Mawpyta (%)
I~ Anroputm GmssL  (?)

OTMmeHa | Coxpanm'bl

Pucynok 5 — OxHO KJIMeHTa

KHOINIKY «BouTm»

(! BoWTtK

SecoClient

Anpec cepeepa | 212 22 67 106:443 ‘F] ™ ABTomaTyecku

— Y4eTHele gaHHele

KIma nonk3oBaTenA |dar0man0v

Mapons |evsses

Iv 3anomHuTe napon [ ABTOMaTHHECKMIA BXO,

BoiTK

Pucynok 6 — OkHO KJIMeHTa

Uam.

Jlucm

Ne Ookym.

[1odn. Hama

Jlucm
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne

lNodnuck u dama

WHe. Nenodn.

6. Ha BbiganHoe mnpenymnpexiaeHue o cepTuduxate 0€30MacHOCTU HAKMUTE

KHOIIKY ((HpOI[OJI}KI/ITL»

o

MpenynpexageHne 00 onacHOCTK:
HeHageXHbIn cepTudukar cepsepa VPN!

CepTudukaT, BeINYLWeHHbIA CepBepoM, HeHaaesrHbIn. Haxmure
A “VI3MEHHTE HACTPOIKK', 3a0alTe NPONYCK 3TOM0 CMIHANA TPEBOTH

MM MIMACPTHUPYATE HAEXHbIA CEPTUHWKAT, CNEdyYR MHCTPYKLMAM B

pasgene ‘Cnpaeka’, yTobkl 06paboTaTe 3TOT CHMIHAN TPEBOM.

KlaMeHWTH HACTPORKK Copaeka

MpogomkuTs OTmeHa

Pucynok 7 — OxHO 6€30macHOCTH

7. Ilocne HaxaTWsl KHONKHM OyJIET OCYIIECTBIECHO MOAKIOYEHHE, a CaMo
MPUIOKEHUE CBEPHETCS B 00JaCTh YBEAOMIICHUMN. /{151 JOTIOTHUTENBHON HACTPOIKU
OPUJIOKEHUSI UICJIKHUTE TMpaBOM KHONKOW MBI Ha 3HAayke B 00sacTu
yBEIOMIICHH M HaxmuTe MyHKT Option. V3MeHHuTe HACTPOWKH yBEAOMIICHUS O
IIPOBEPKE JTOBEPEHHBIX CEPBEPOB, MEPEKIIOUMUTE SA3BIK HA pycckui. OcTalbHBIE

rajJJKy MO>KHO BBICTABHTD I10 XKCJIAHUIO.

Jlucm

Uam.

Jlucm |Ne dokym. odn. Hama
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne

lNodnuck u dama

WHe. Nenodn.

(! Onuwma

SecoClient

I ABTOMaTW4ECKMiT 3aMyCK NPY BKIKHEHMI
I MNposepka fAoBepeHHbIX cepBepos

™ OnpenensTb HoBble BepcuK

AsbIK | PYCCKWIA j

OK OTmMeHa MprMeHnTE

Pucynok 8 — OkHO KiIHMEeHTa

ITocne YCIICIIHOI'O  3aBCPIICHHUA VPN IIOAKJIIOYCHUA, IIOJIB30BATCIIIO

HEOOXOJAMMO TPOBEPUTH AOCTYMHOCTH ceTeBbiX cepBucoB AC CKP, 3aiigs B

Opay3ep.
8.2 TpeboBanus k GOpMHUPOBAHUIO MPOAYKTUBHOIO NAPOJIsI

[Ipu cozmanuu mapojed HE0OXOIUMO PYKOBOJCTBOBATHCS CIIECAYIOIIMMU

TpeOOBAHUSIMU:

o Napojib JOJDKEH BBIOMPAThCS W YCTAaHABIMBATHCS I10JIH30BaTEIEM
CaMOCTOSITENILHO;

o Napojib JOJDKEH COJEpX aTh CTPOYHBIE M TPOMUCHBIE CHUMBOJIBI

JaTUHCKOTO andaBuTa, NU(PH U crenuaibHble 3Haku (@, #, $, %, *, & u 1.IL.).
[Taposb TOJKEH CoAepIKaTh 3HAKU TPEX U3 YETHIPEX MEPEUNCICHHBIX KaTerOpHii;

o JUTHHA TTapoJIsi MPOCTHIX Y3 J0JDKHA OBITH HE MeHee 12 CHMBOJIOB.

Jlucm

Uam.

Jlucm |Ne dokym. odn. Hama
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne

lNodnuck u dama

WHe. Nenodn.

[Ipu BBIOOpE Maposist 3anpelaeTcsi UCIOIb30BATh:

o MOCJIEIOBATEILHOCTh CHMBOJIOB M3 clioBaped (HaOOpBl PYCCKUX U
aHTIMICKuX OyKB andaBuTa, B COBOKYITHOCTH HECYIIIHE CMBICIOBYIO HATPY3KY WIIH
MMEIOIINE 3HAYCHHE B PYCCKOM WJIM MHOCTPAHHOM SI3bIKax), CJIEHTa, AUAJIeKTa, B
TOM YHCJIe HaOpaHHBIE B APYTOM pacKiIaJKe KIaBUATYPHI;

o NepCOHANBbHYI0 HHpopMaluio ((pamMunum, WMeHa UYJICHOB CEMbH,
azipeca, aBTOMOOUIIbHBIE U TeNle(OHHBIE HOMEPA, NAThI POXKIACHUS U T.I1.);

o UM YYETHOU 3amucH (UIeHTU(HUKATOpP, JOTHH) MOJIb30BaTels (B TOM
YHUCJe YyacTel YU4ETHOM 3amucu JJIMHOM O0Jiee IBYX PSJIOM CTOSIIUX 3HAKOB) WJIU

CT0 IIPOU3BOIHBIC,

o HA3BaHUS U WICHTU(PUKATOPHI OpraHU3AIINH;

o HOMEpa Tene(OHOB;

o TPYIIITBI CAMBOJIOB, CIEAYIONINX APYT 3a IPYTOM Ha KIaBUATYPE;

o JIETKO  yTaJbIBaeMble,  IOBTOPSIONIUECS  TOCIEAOBATEIBHOCTH

cuMBoJioB (11111, aaaaaa, 123456, aaabbb, qwerty, qlw2e3, Password, p@sswOrd,
Welcome, admin,PasswOrd, p@ssword, pa$$wOrd, User, test u T.11.);

o NOCJIEIOBATEILHOCTH CUMBOJIOB (Oosiee 6 MO3UIMI), COBIAJAIOIINE C
MapoJIsIMU, PaHEee UCIIOIb30BABITUMHUCS JAHHBIM T10JIb30BATEIICM;

o MOCJIEI0BATEILHOCTH CUMBOJIOB, COBIAIAIONINE C TIAPOJISIMU JTAHHOTO
nosib3oBaTe siMu B MHBIX MIC U cepBHcax, HCTIOIB3YEMBIX, B TOM YHCIIC B JTUIHBIX
nessax (JIMYIHAs 2JICKTPOHHAS 1T0YTa, CANThl U CEPBUCHI ceTH MHTEepHET U T.1.).

B cinygasx, xorma TpeOoBaHHS K TapoJ0 HE OOSCIEYMBAIOTCS B CBSI3U C
XapaKTepUCTUKAMH  TEXHHYECKHX, IPOrPAMMHBIX  CpPEICTB, HEOOXOIUMO

yCTaHaBJIMBATh apaMeTPhl Napoisi MAKCUMAJIbHO NPUOIMHKEHHBIMU K TPEOYEMBIM.

8.3 TpeOoBaHus K XpaHEHHI0, CMEHE U MCI0JIb30BAHUIO MAPOJIeH

[Tpu cmene maposst HE0OX0AMMO PYKOBOJACTBOBATHCS pasjaesioM 10.2 naHHOTO

PYKOBOJCTBA U CIICAYIOIINUMHA Tpe6OBaHI/I$IMI/I:

Jlucm

Uam.

Jlucm |Ne dokym. odn. Hama
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne

lNodnuck u dama

WHe. Nenodn.

o naposin Y3 I0KHBI MEHSIThCS He yaile 1 pa3a B ieHb U He pexe 1 pa3a
B 42 nHs, OTBETCTBEHHOCTH 3a CBOEBPEMEHHYIO CMEHY IPUHAIUICKAILEIO €My
NapoJisi HECET MOJIb30BaTEelb, SBIIAIOIIMIICS BlIageabueM Y 3;

o HOBO€ 3HAYEHME MAapoJil AOJDKHO OTJIMYATHCA OT IPEABIAYIIEro He
MEHEE YEM B IIECTH MTO3HULIMSIX;

o JIOITY CKaeTCsl IOBTOPHOE MCITOJIB30BAaHUE MAPOJIE HE MEHEE YeM Yepe3
24 HEeNnoOBTOPAIOIINXCA MapOJIf;

o MaKCUMAaJIbHOE KOJIMYECTBO HEYCIICIIHBIX IONBITOK BBOAA MapoJs
JOJKHO OBITh HE OoJiee 4 (B cilyyae JOCTHXKEHUS YCTAaHOBJIEHHOI'O MAaKCUMaJIbHOTO
KOJIMYECTBA HEYCIEIIHbIX TMOMBITOK AayTEeHTH(PUKALHUUA JIOJDKHA MPOU3BOIUTCS
OJIOKUPOBKA YUYETHOM 3alKCH 10JIb30BaTeNs Ha 15 MUHYT).

[Tpu paboTe ¢ mapoasiMu NOJIb30BATENIAM 3aNPEIIACTCA:

o 0OMEHUBATHCS MAPOJISIMU C APYTUMHU MOJIB30BATESIMH (COOOIAThH CBOM
naposib KOMy-Ju00, B TOM YHUCIIE APYTUM pabOTHUKAM (BKJIIOUYasi pyKOBOJIUTEIEH,
NOTYMHEHHBIX, IMUHUCTPATOPOB);

o OCTaBJIATh NIAPOJIb B 3alIMCAHHOM BHUJE B MECTE, JOCTYIHOM APYI'MM
auLaM (XpaHUTh MapoJid B IBHOM BUJIE);

o XpaHuTh naponu Ha APM (B TOM uMcie Ha BUPTYaJbHBIX pabOuMx
cToJIaX, (paiiax) u Ipyrux CpeacTBax XpaHeHusl nH(popMaluu B He3au(GpoBaHHOM
BUJie (0€3 MPUMEHEHU KPUNTOrpaPUUYECKUX METOJOB 3allMThl), JIUOO HAa MHBIX
MH(POPMAILIMOHHBIX pecypcax, B TOM YHCJIE B IMOYTOBBIX SIIMKAaX 3JIEKTPOHHOU
MOYTHI, pa3MEIATh MAPOJIHU B JIFOOBIX OOIIETOCTYIMHBIX UCTOYHUKAX HHPOPMALIUU U
nepesaBaTh C HUCIHOJb30BaHUWEM ceTu HTepHer (B TOM uMcie Mo KaHajlaM

AIIEKTPOHHOM MOYTHI);

o COXpaHsTh B Opay3epax (aBTO3aMOJHEHNUE);

o OCYILIECTBJISITh BBOJ, Mapojii B  YCIOBUSX €ro  BO3MOXHOMH
KOMIPOMETAIUU;

o BKJIIOYATH [MAPOJIM B CLIEHAPUH aBTOMATUYECKOTO BX0/1a;

o MCIIOJIb30BaTh YUYETHBIC 3AMMCH U MAPOJIU APYTUX MOJIb30BATEIEH.

Jlucm

Uam.

Jlucm |Ne dokym. odn. Hama
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne

lNodnuck u dama

WHe. Nenodn.

8.4 Tlopsinok co3panusi u cMeHbI napoJis yuetHoi 3anucu AC «CKP

I

[Ipu co3zmaHuy y4ETHOW 3alMCH MEPBUYHBIN Napojb (MOAJIEKAIIEr0 CMEHE
npu nepBoM Bxoje) coznaércs agmuuuctparopom AC «CKP LII». IlepBuunsbrii
napoJib NEepPeAaeTcss MO JOBEPEHHOMY KaHaly CBSI3U (JUYHBIM KOPHIOPATUBHBIN
MOYTOBBIN SIIMK IOJIb30BATENS, TEAEPOH, B OMEUaTaHHOM KOHBEPTE) BIAJEIBILY
YYETHOM 3alKMCH WIH €70 HEMOCPEACTBEHHOMY PYKOBOUTEIO.

[Io ucreyeHnn cpoka AEUCTBUS HHIAWBUAYAIBHOIO MAapoJisl MOJIb30BATEIb
CaMOCTOSITEJIbHO MEHSIET NIApOJib.

JJist cMeHbI TTapoJisi HEOOXOAMMO BBITIOJIHUTD CIEAYIOIINE ICHCTBUS:

1. IIpu ocymecrBinenun ynanenHoro apocrtyna k cetu AC «CKP LII» mpoitu
npoueaypy noakiatoueHus no VPN npu nomoly KJIMeHTa, ONUCAHHYIO B pa3jielie

10.1, ucrionb3ysi CBOM NEUCTBYIONMINIA (CTApbIii) TAPOJIh;

2. 3aliTu Ha CTpaHMIly CMEHbI MNapois (JaHHas CChbUIKA JOCTYNHA MOCHe
ycnemHoro VPN coenuuenus, 1t Bcex yaaneHHbIX (umanoB cetu AC «CKP
LIT»): https://skr-trm-new.skr.local/Rdweb/Pages/ru-ru/password.aspx
(https://172.16.116.10/Rdweb/Pages/ru-ru/password.aspx)

[Tpy nonkmOYeHUH HEOOXOJUMO HaKaTh KHOMKY «J/lomoiaHuTensHO» U B
OTKpBIBILIEMCS OKHE HaxkaThb Ha cchUIKy «llepeiitn Ha caiit skr-trm-new.skr.local

(HeOe301acHo)».

3. Ha dbopme cMeHbI aposist 3ar0IHUTh HEOOXO0IUMBIE MOJIS.

- B none «JlomeH\umsi moab30BaTes» HEOOXOIMMO BBECTU CBOE MM
TI0JIB30BATEIS YUETHOM 3aMuCH, 00513aTebHO 100aBUB niepea HuM qomeH. [Ipumep:
skr\aaivanov;

- B mone «Tekymuii mapoip» HEOOXOIUMO BBECTH CBOW TEKYITUH
MapoJib OT YYETHOW 3aIUCH;

- B none «HoBblii maposib» HEOOXOJUMO BBECTH HOBBIN MapoJib (HOBBIN

IMapoJjib JOJDKCH COOTBCTCTBOBATDH Tpe6OBaHI/I$IM, OIMMCAHHBIM BBIHIe);

Jlucm

Uam.
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https://skr-trm-new.skr.local/Rdweb/Pages/ru-ru/password.aspx
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne

lNodnuck u dama

WHe. Nenodn.

- B mnone «IloxrBepxaeHue mapois» HEOOXOAMMO eIle pa3 BBECTH

HOBBIV NIApOJIb.

CTYN K yAaNeHHbIM pabounm cTonam |

*Q. Paboune pecypchl

TMoAKNtoYeHe K yAaneHHbIM pabounM CToNaM 1 NpuioxeHnsiM RemoteApp

CnpaBka

JomeH\nms_nonb3osatens: skr\vpnuser

TekyLmin

looooocoooooooo
naposb:

HoBblIli

looooooooooooooo
naponb:

MoaTBepXAeHNE]
napons

OTnpasuTb | OTMeHa

Windows Server 2022

Pucynok 9 — OKHO cMEHBI TAPOJIs MOJb30BATENS

[Tocne 3amonmHeHUs BCeX HEOOXOIUMBIX TOJIEH U BBIMOJHEHUS TPeOOBaHUN K
napoJjito, Haxarb Ha QopMe KHONKY «OmnpaBuTb». B ciaydae ycremHoil CMeHbI
napoJsisi, Bbl NOJIy4HTE cooOlieHue - «Bam maponb ycnemHo u3MmeHeH.». Ilpu
BO3HMKHOBEHUHU OIIMOOK, HEOOXOJMMO BHECTH W3MEHEHHS B HYXXHbBIE MOJS U
MMOBTOPHO HAXXaTh KHOMKY «OMpaBUTH.

[Tocne cmeHbl mapojisi HeOOXOAUMO 3aHOBO MPOWTH ABTOPHU3AIUIO C HOBBIM
naposiem Ha Bcex MC u ceteBbix pecypcax cetu AC «CKP HID».

Cwmena napouist B pasimnuibix MC AC «CKP III» Moxker 3aHMMaTh HEKOTOPOE

BpeMsi 0T 5 10 30 MUHYT, B 3aBUCUMOCTH OT 3alycka 3aaad cuaxponusanuu NC.

Jlucm
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lModnuck u dama

UHe. NeOyb6r.

o

B3am. uHs.

lNodnuck u dama

WHe. Nenodn.

9 CEPBUCHI U UTH®OOPMAIIMOHHBIE CUCTEMBI,
JOCTYIIHBIE ITOJIB3OBATEJIIO

[Tocne ycnemnoro noakitouenuss k AC «CKP HII» npu momomu VPN
COCJIMHEHHUS, TOJIb30BATEII0 CTAHOBSITCS JOCTYIHBI CIIEIYIOIIME CEPBUCHI U
uHpopMalmoHHsie cucteMsl (nanee - MC):

- UC ympaBnenuss mnpoexktamMu U TpeboBaHusiMu Devprom ALM -
devprom.skr.local;

- UC ynpaBnenus Bepcusimu Gitlab - gitlab.skr.local;

- CepBuc  oOmeHa  MrHoBeHHBIMH  cooOmeHusMu  Rocket.chat -
rocketchat.skr.local;

- O6mas cereBas manka ['T-Center, noctynnas no agpecy \172.16.168. 11\IT-
Center\;

- Bo3moxknocTs nonkimouenust kK UC cermenTa pa3pabOTKU U TECTHPOBAHUA,

a Taxke Kk UC cermeHTa 1EMOHCTpaLNH.

9.1 JlocTyn K mopraly TeXHHYEeCKOH MOJAePKKHU U 0a3e 3HAHNH

[Tocne nmomyuenns nocryna k cepsucam AC « CKP LIT» nonbs3oBaTens Takxke
MOJIy4yaeT BO3MOKHOCTb OCTABJIATH 3asBKM Ha MOPTaJe TEXHUYECKOU MOJICPIKKH.
Hns pgoctyma Ha mopTal, BBEAWTE B aApECHOM  cTpoke  Opaysepa
http://devprom.skr.local/servicedesk.

Ha rnaBHOM »KpaHe OyJeT moka3aHO OKHO BXoja B cuctemy. Jlis Bxoja Ha
NopTaj UCHOJIb3yeTcs e-mail mosib30BaTesNsl, yka3aHHBIN B 3asBKE Ha MOJKIIOUECHHE
Kk AC «CKP UID» u naposnb, BergaHHbIN anMuHUCTpaTopoM miig goctyna k AC «CKP
LI1». Ha aToT e e-mail OyAyT NpuXOJuTh YBEJOMJICHUSI 00 U3MEHEHHH CTaTyca

3as1BKU.
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHs. Ne

lMNodnuck u dama

WHe. Nenodn.

B KOTOPOM MOKHO CO3aBaThb HOBBIC 3asBKU U CIICANUTD 3a CTATYyCOM YKC CO3JaHHbIX

3as1BOK. I[JI}I CO3aaHHuA HOBOM 3asIBKU HAXKMUTE KHOIIKY «COBII&TB 3a4BKY».

OITMCaHucE, BBI6paTB CPOYHOCTL PCAKIMKU Ha 3asBKY H OIIMCATbH THUII, K KOTOPOMY

ITocne YCHGHIHOﬁ ABTOpHU3allhN OTKPOCTCA JINYHBIA KaOUHET I1OJIB30BaTCJIA,

HpI/I CO3JaHNU HOBOM 3asBKU H€O6XOI[I/IMO BBCCTH Ha3BaHHC 3asiBKH, €C

Pucynok 10 — aBropusanus B cucrteme

Pucynok 11 — co3nanue 3asBku

ABTOpM3auua

Mowu 3adBKU

OTkpbITE 3aBepLlIEHHbIE 3aABKH

Uam.

Jlucm

Ne Ookym.

[1odn.

Hama

Jlucm
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHs. Ne

lNodnuck u dama

WHe. Nenodn.

MOXXHO OTHECTH JaHHYIO 3asiBKy — IIpobOnema, Ynyumenue win Bompoc. Ilpu

HCO6XO,Z[HMOCTI/I, K 3a4BKC MOKHO IIPUKPCIIUTL BJIIOKCHHBIC q)aﬁﬂbl.

Taxxe HE0OX0AMMO 3amoNHUTH OOs3aTenbHbie Mot — Moayns CITKL,

OHCpaHI/IOHHaﬂ CHUCTCMaA U Bepcm{ ITO. ITocne 3amoiHeHUs BCEX IMOJICH HaXXKMUTE

KHOIIKY «Co31atTby.

B =8

HoBasa 3aaBKa

o
T
T
I
T

RA | 1= o= =
€y | = o= =

Pucynok 12 — co3nanue 3asBKu

ITocne YCIICIIHOI'O CO3aaHusA, OTKPOCTCA OKHO 3as1BKHU, B JICBOM 4YacTH

KOTOPOTo OYyJIeT BECTUCH MEPENucKa Mo CO3/JaHHOM 3asiBKE U, TP HEOOXOUMOCTH,

B HEC MOXHO BHOCHUTb YTOUHCHUS, a4 B npaBoﬁ JaCTW OKHa IMOKa3aHbI IIapaMCETPhI

3a5BKH U €C CTATyC.

Jlucm

Uam.

Jlucm

Ne Ookym.

[1odn.

Hama
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne

lNodnuck u dama

WHe. Nenodn.

Cratyc

Tun

BaxHocTb

PucyHok 13 — craryc co3taHHOU 3asBKU

[Ipu n3mMeHeHnu 3asiBKU WK IIPU OTBETE Ha Hee, Ha yKa3aHHbIN e-mail Oy 1y T

MNPUXOJUTH CUCTCMHBIC YBCIOMIICHUWA IS y,):[O6CTBa OTCJIC)KMBAHUS CTAaTyCa 3as1BKU.

JIns  KaXaoro TPOeKTa IMpeaycMOoTpeHa 0Oasa

3HaHUH Cc Habopom

JIOKyMEHTAIUU, HEOOXOIMMOM 11 paboThl. J[Jis mocTyma k 6a3e 3HaHUiA, HAKMHUTE

Ha KHOIIKY «JloOKyMeHTaluus» B IPaBOM BEPXHEM YTIIy SKpaHa.

JoKymeHTauus

Pucynok 14 — goctyn k 6a3e 3HaHUI

Uam.

[1odn.

Jlucm |Ne dokym. Hama

Jlucm
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne

lNodnuck u dama

WHe. Nenodn.

9.2 CepBuc 00MeHAa MTHOBEHHBIMH cO000IeHnsiMHU Ha Oa3e I1O

Rocket.chat

Rocket.chat — kopropaTUBHBIN MECCEHIKEP C OTKPHITHIM UCXOIHBIM KOJIOM,
o0ecIeynBaoIIMiA OTIPABKY U MPUEM IOJIb30BATEISIMU coo0IIeHnl B pamkax AC
«CKP IIT». JlaHBI! cepBUC TTO3BOSET OOMEHHBATHLCS COOOIICHUSIMA B PEaTbHOM
BPEMEHHU KaK MEXIy JIByMs IIOJIb30BaTENIIMHU, TaK U B PEKUME KOMAHIHOTO
B3aMMOJICUCTBUS TIOCPEACTBOM CO3/IaHMS TPYNIOBBIX YaTOB U KaHAJIOB.

Jlist mosrydeHus TOCTyma kK cepBucam meccerpkepa Rocket.chat Heooxoaumo
uMeTh yueTHyro 3anuch B AC «CKP LII». ITocie moakmtoueHus: yUeTHOW 3alucu
M0JIB30BATEISI AIMUHUCTPATOPOM, MOJIB30BATEIb MOJIyYaeT JOCTYIT K MECCEHIKEPY
C JIOTHHOM M TIapoJyieM, yCTaHOBJIEHHbIMU i Bxoaa B ceTb AC «CKP LID». IIpu
cmene naposs cetu AC «CKP IIT» aproMmaTtnyecku MpoUCXOAUT CMEHA MapoJisi U B
Meccenmkepe Rocket.chat.

Jlns Bxojma B MmecceHxkep ¢ pabodero APM, Heobxomumo B Opaysepe B
aJpecHON CTpOKe BBECTH ajpec cepBepa https://rocketchat.skr.local. B
MOSIBUBILIEMCSI OKHE aBTOPHU3AIlUU HEOOXOMMO BBECTH JIOTHH U MapOJb, KOTOPHIE
COOTBETCTBYIOT JIOTUHY W maposro aiisg Bxoaa B cetb CKP, 3aTem HaxkaTh KHOMKY
«ABTOpPHU3ALUAY.

ITonpoOHee pabora cepBuca oOOMEHAa MIHOBEHHBIMU COOOICHUSIMU

Rocket.chat onucana B pykoBojicTBe nosib3oBaresst Rocket.chat.

Jlucm

Uam.

Jlucm |Ne dokym. odn. Hama
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne

lNodnuck u dama

WHe. Nenodn.

10 MOJAKJIIOYEHUE K CACTEME BUJIEOKOH®EPEHIIU
TRUECONF

I[To ymomuanuio gna mnonb3oBarener AC «CKP  III» cucrema
BusieokoHpepenuit Trueconf nenoctynua. Ecnu B 3asBke Ha noakitoyeHue k AC
«CKP III» ykazano TpeboBaHHE Ha TOCTYI K CHCTEME BUACOKOH(EPEHINIA, TO B
3TOM CJy4yae aJMUHHUCTPATOPOM AOIOIHUTEIBHO CO3JAE€TCS Y4YETHAsl 3alucCh s
3TOM cuctemsl. [1o ymMonyanuio npu nepBoHAYaIBLHOM pEerucTpaluu noiab30BaTess
B AC «CKP III» norun um mapois B cucteme BuacokoH(pepenmmii Trueconf
COBIIAJIa€T ¢ JOTUHOM U maposeM nonb3zoBarenst AC « CKP LI».

Jis moakmrodeHuss K cucteme BujeokoHpepenuui Trueconf Hy)HO
NOATOTOBUTH yCTpoMcTBO. [ns pabotel TpeOyercs APM c ycranosnennoir OC
Windows, macOS, Linux win MoOuibHOE ycTpoiicTBo Ha miuartdopme 10S wnm
Android, ocHalieHHOE KamMepoil 1 MUKPO(OHOM, a TakKe C 10CTyroM B MIHTEpHET.

JIns  ckauMBaHUS ~ TOCIEIHEW BEPCUU  KIHUEHTCKOTO  MPUIIOKEHUS
HeoOxomumo, Haxomsick B cetu AC «CKP IIl» mnepeiitu Ha CTpaHHIly

https://172.16.144.10:9443/guest/clients (wm https://

212.22.67.106:9443/guest/clients mpu nojakiroueHnn U3 ceTu MHTEpHET), cCkayaTh
YCTaHOBOYHBIN (aiin /sl cBoeil omepalMoOHHONW CUCTEMBI, a 3aT€éM IMPOU3BECTH
YCTaHOBKY MPUIIOKEHUS.
[Tocne ycranoBku mpuiiokeHus: HeoOxoaumo 3aiitu Ha cepBep AC «CKP
[{IT1» 1 BBeCTU JJIOTUH U MApOJIb, BEIJAHHBIE AMUHUCTPATOPOM.
Anpeca cepBepa BUACOKOH(DECPEHIIHIA:
- ecnmu  poctyn ocymectBigercas u3 cetu AC «CKP  IIy»:
172.16.144.10;
- €cliM  JOCTYNl  OCYILIECTBisieTcss W3 ceTtu  VIHTepHeT:
212.22.67.106.
[Tocne ycnemHoOro mMOAKIIOYEHUS BaM OyAeT JOCTylmHa BO3MOXXHOCTH

MIPUHATHS BUJICO3BOHKOB M CO3/1aHUs BUACOKOH(EPEHIIHIA.

Jlucm

Uam.

Jlucm |Ne dokym. odn. Hama
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11 TPEBOBAHUA 110 MMEHOBAHUNIO APM B AC «CKP III»

IIpu nonyyenuu APM B mosib30BaHUE, COTPYJHUK, OTBETCTBEHHBIN 3a €T0
AKCIUTyaTalHI0, JOHKEH CAMOCTOSITEIbHO H3MEHUTh CUCTEMHOE UMS ISl JAHHOTO

APM. Bce APM, ¢pyukimonupyromue B AC «CKP LII», nomkHbl ©UMETh UMEHA B

lModnuck u dama

UHe. NeOyb6r.

o

B3am. uHs.

lNodnuck u dama

WHe. Nenodn.

dbopmarte, cormacHO MPUHATOMN CHCTEME.

11.1 AmenoBanue APM B AC «CKP HLII»

®opmat umenn APM: XXX-X-XXXX-INPetrov

Jlokanus / Oduc | | |
Tun ycrpoiicrea | | |

Ioapa3nenenne | |

IHoab30BaTes b WK CIIELl. CTATYC |

VYkazaHHbie OJJOKH UMEIOT CIISIYIONIYIO paciiu(poBKy:

1. bmox mnokammu (XXX). B gaHHOM OJOKE HCHOIB3YIOTCS KOJIBI,

yKa3bIBarouue Ha gakrtuyeckoe pacnoioxxenne APM (Tabnuna 2).

Tabauna 2 — KogoBoe 0003HAUEHME JIOKALWI

Oduc Kon
Oduc B Mockge MSK
Od¢uc B Huwxuem Hosropoge NN
Od¢uc B Kazann KZN
Odwuc B 3ganum 99 99
Oduc na 3aBoackon ZAV
Od¢uc na FOHOCTH YUN
Oduc na Apzamacckoit ARZ

Uam.

Jlucm |Ne dokym. odn. Hama

Jlucm
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lModnuck u dama

UHe. NeOyb6r.

o

B3am. uHs.

lNodnuck u dama

WHe. Nenodn.

2. bnok tuma ycrpoiictsa (X):
o D - neckron (ctarmonapusii APM);

« L - Laptop (HoyTOyk, MOOUIBHBIN APM)

3. brnox mompazneneaus (XXXX, mepeMeHHas rHA). B ganHOM Oioke
UCIIONIB3YETCSI HOMEp OT/IeTIa MOJIb30BaTelsl, HalpuMep:
o 3510 - mogpaznenenue 3510;
o 3505-5 - noapaznenenue 3505-5

4. brok moap3oBaTens (mepeMeHHas JuinHa). B 1aHHOM 0JI0Ke MCITONb3yeTCs
JIOTHH NOJIb30BaTels, BblIaHHbld anMuHUCcTpaTopoM AC «CKP LII» B TounOCTH,
kKak oH 3ajaH B cucteme (INPetrov). [[ns cnenuanbHOM TEXHUKH JOJKHBI OBITH
HCTIOJIb30BaHbl 3apE€3€PBUPOBAHHBIE KO/IbI:

o« TEST - TecTOBBIN CTEH];
« DEMO - neMOHCTpallMOHHbIN CTEH/T;

o SHAR - o0miuii KOMIBIOTED.

[Ipumepsl pacippoBKU:

CranpaptHblid KoMnbloTEp nojb3oBaTenss NN-D-3510-INPetrov
o NN - odpuc B Huxxnem Hosropoge;

o D - cranmoHapHbIN KOMITBIOTED;

o 3510 - nogpaznenenue 3510;

o INPetrov - nosns3oBarens MiBan Hukonaesnu IleTpos.

Hemonctpaunonnsiii crenn 99-D-3505-5-DEMO
e 99 - oduc B 31anum 99;
o D - cranimoHapHbI KOMITBIOTED;

o 3505-5 - npunaanexxHocTs K otaeny 3505-5;

Jlucm

Uam.

Jlucm |Ne dokym. odn. Hama
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne

lNodnuck u dama

WHe. Nenodn.

o« DEMO - neMoHCTpaIMOHHbIN CTEH/T (HE MPUBS3aH K MOJIb30BATEIIO).

TectoBsiit HOyTOyK KZN-L-3505-5-TEST
o KZN - oduc B Kazanu;
o L —nHOyTOYK;
o 3505-5 - npunagnexxHoCTh K oTAEIy 3505-5;

o TEST - TecToBO€ yCTPOMCTBO.

O6mmit komnsiotep B otnene ZAV-D-3510-SHARED
o ZAV - oduc Ha 3aBOJICKOM;
o D - cranimoHapHbIii KOMITBIOTED;
o 3510 -mogpaznenenue 3510;

« SHAR - o01iee ycTpoiicTBO 118l OTII€ETA.

11.2 IlepeumenoBanue APM

Jiist u3MeHenus cucteMHoro uMenn APM HeoOXxoauMo nepenTy B HaCTPOUKH
CUCTeMbl, HakaB KHOMKY «Ilyck» u Be1OpaTh MyHKT «llapameTpri». B oTkpbiBIIEMCS
okHe BbIOpaTh pazgen «Cucrema» - «0O cucrtemMe» M HaXaThb KHOIKY

((HepeI/IMeHOBaHI/Ie KOMIIBIOTEPpaA».

Jlucm

Uam.

Jlucm |Ne dokym. odn. Hama
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[}

Napamerpe

InasHan

Cucrema

=

)

Aucnnei

3ByK

[ Yeepomnenus v aevicreus

DOKYCMPOBK BHUMAHWs

@ Nuranve 1 cnAawmA pexum

Namsts.

Pexxum naanwera

MHOr033a4HOCT

&  Obuwe BOIMOXHOCTH

[ Bydep obmena

YaaneuHblii pabounid cron

O cucreme

O cucreme

XapaKTepucTukm ycTpoiictea

Vima ycipoiicTea

Tpoueccop

OnepatuBHan NamaTL

Koa ycTpoiictea

Koa npoaykta

Tun cucremb!

Tlepo 1 CeHCOpHbIA BBOA

TNepenmenosarts 310T MK

Xapaktepuctuku Windows

Buinyck
Bepcua
[ara ycraHoBkw

C6opKa O

Pucynok 15 — [lepenmenoBanune APM

VYka3zate HOBoe UM APM, B cOOTBETCTBHM C TpeOOBAHUSIMM, YKa3aHHBIMU B

n. 13.1 maHHOro pyKOBOJCTBa, Ha)xkaThb KHONKY «Jlanee». Ilocne mepesarpysku

lModnuck u dama

UHe. NeOyb6r.

o

B3am. uHs.

lNodnuck u dama

WHe. Nenodn.

KOMIIBIOTCpA USMCHCHUA BCTYILAT B CHUILY.

Uam.

Jlucm

Ne Ookym.

[1odn. Hama

Jlucm
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne

lNodnuck u dama

WHe. Nenodn.

12 YCTAHOBKA KASPERSKY SECURITY CENTER

IIpexne uem npucTynuTh K ycraHoBke nakera Kaspersky Security Center Ha
APM, nonw3oBaremo HeoOxoaumMo npuBecTd uMsi APM B cOOTBETCTBHE C
TpeOOBaHUAMU K UMEHOBAHUIO, YKA3aHHBIMU B pazjene 13 qaHHOro pyKOBOJACTBA.

Jna ycranoBku maketa Kaspersky Security Center na APM HeoOxoammo
BBITIOJTHUTD CIIEAYIOUINE ICHCTBUS:

1. Ilepeiitu 1o aapecy - http://kassecserv.skr.local:8060/dlpkg?1d=14231017 u

cKayaThb daiin. Taxxke cKayaTb daiin MOJKHO 10 CCBLIKE
http://172.16.116.9:8060/dlpkg?1d=14231017 wunu Hampsimyio c pecypca B AC
«CKP LID» \172.16.116.111\Distrib&Tools\[uctpuOyTun

Kacnepckoro\installer.exe

G v

» 3arpy3ku X +
™ &} 0 > - Tlonbzoeatenn > Admin > 3arpyzku Mowuck B: 3arpysku

® Cospats ot © ()] & W AL COpTHpOBaTh = MMpocMoTpeTs () CeepeHus

% Tnasmar

W) ranepen

¢ installer 30.09.2025 15:39 Mpunoxerive 452072 KB

il PaBoumi cron
& Zarpysen

S Dowymess:
R vzo6paxenun
0 Myseica

O B

~ B 30T comnsiotep
S JloKaNGHEI 2CK (C)

W cenn

ur  Bubpan 1 snement: 441 M6 =0

Pucynok 16 — CxaunBanue AuctpulOyTHBa

2. 3amycTuTh CKayaHHBIA (pailyl U pa3peniuTh BHIMOJHEHNE YCTAHOBKU, HAXKAB

KHONIKY  «JlonmomuurensHo» U «Bbimonmauts B J1000M  ciiydaey.

Jlucm

Uam.

Jlucm |Ne dokym. odn. Hama 32
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lModnuck u dama

WHe. Neoy6r.

o

B3am. uHs.

lNodnuck u dama

WHe. Nenodn.

Cucrema Windows 3alutina BaLl KOMMbIOTEP

®uabtp SmartScreen cros: efender N 3anyck 3HAHHOO o) HyTh KOMMBHOTED

Boinonnuts B nioGom cnyuae He Bbinonnsts

Pucynok 17 — YcranoBka nuctpulOyTuBa

3. B oTkpmIBIIeMCs OKHE HaKaTh KHOMKY «Start installation» m gokmaTecs

nporiecca 3aBepIICHHs yCTaHOBKH.

l¢ Kaspersky Security Center - %

Preparing for administration task
Mews applications wil be installed on your device: Kaspersky Endpoint Security ana wWindows

(12100} (Pyceruid) (Lite encryption)_12.10.0 466 and AreHT agMyHMCT DUPOEaHKWA
Kaspersky Security Center ana Windows (15) (Pycokaid)_15 4 0 8952

Before installation, you must do the following
- Save your data

- Clase all running applications

Start installation Cancel

Pucynok 18 — YcranoBka nquctpuOyTuBa

Jlucm

Uam.

Jlucm |Ne dokym. odn. Hama
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne

lNodnuck u dama

WHe. Nenodn.

naketa Kaspersky Security Center, ero Bepcusi OyieT 3aMeHeHa HHCTAIITOPOM Ha

aKTyaJIbHYIO.

Kaspersky Security 3akaHunBaeTcs ¢ OIMOKOM, pEKOMEHIYETCs, I UCKIIIOUCHUS
BO3HMKHOBEHHUSI KOH(JIMKTOB, mepen ycraHoBkoi mnakera Kaspersky Security

Center, MmpoBeCTH YJNAJIEHHE YCTAHOBJIEHHOTO aHTHBUpYCa C MOCIEAYIOLIEH

Baumanne! B cinydae nHanmmumss B OC yCTaHOBJIEHHOTO AHTHUBUPYCHOTO

Eciu B OC mnpuCyTCTBYET CTOPOHHUI aHTHUBUPYC M YCTaHOBKa IaKeTa

l¢ Kaspersky Security Center

Installation completed successfully

@ Bxtracting archive to temporary location

@ Instaling: Arent agrunvcTpuposanka Kaspersky Security Center ana Windows (15)
(Pyccrai)_15.4.0.53952
@ Checking connection to Administration Server

@ Instaling: Kaspersky Endpoint Security ana Windows (12.10 0) (Pyccrai) (Lite
encryption)_12.10.0.466

Pucynok 19 — 3aBepuieHne ycTaHOBKU

nepesarpyskoit OC.

4. Tlocne ycnemrHOrO 3aBEpIICHHS] MPOLECCa YCTAHOBKH PEKOMEHAYETCS

nepesarpy3utbs APM.

l¢ Kaspersky Security Center

Restart is required

Tif Restart the device

A, Installing: Kaspersky Endpoint Security gna Windows (12.10.0) (Pycckui) (Lite
encryption)_12.10.0.466

Pucynok 20 — 3aBepiueHre yCTaHOBKH

Uam.

Jlucm

Ne Ookym.

[1odn. Hama

Jlucm
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lModnuck u dama

UHe. NeOyb6r.

B3zam. uHe. Ne

lNodnuck u dama

WHe. Nenodn.

AxtuBarusi u padora Kaspersky Security Center na APM npoucxoaut B
aBToMaTH4yeckoM pexume. [lonp3oBarento JOCTynmHa BO3MOXKHOCTH 3alycka
pPa3JIMUHBIX 337a4 MPOBEPKU KOMIIbIOTEpA, MPOCMOTPA OTYETOB, MOHUTOPUHIA
aKTUBHOCTHU MPUIIOKEHUH.

Buumanue! AxrtuBamums smmensun  Ha Kaspersky Security Center
npousBoautcs agmuuauctparopom AC « CKP HID» Tonsko niast APM, uMs KOTOpbIX
MOJIHOCTBIO COOTBETCTBYET IpaBUiiaM HMMEHOBAHMS, ONMMCAHHBIM B paszfiene 13
JAHHOTO PyKOBO/JICTBA.

B cnydae BO3HMKHOBEHHUs MPOOJEM, CBA3aHHBIX C YCTaHOBKOW W pabOTOM
Kaspersky Security Center Heooxoaumo obpatutbes k anmuHucTparopy AC «CKP
LID».

Jlyist cMeHbl mapoiia B cucteme BujeokoHbepeniuit Trueconf Heo6xoaumo
BBITIOJTHUTH CIEAYIONIUE IIaru:

- BoWTn B 1uuHBIA KaOMHET moak3oBaTens Trueconf, HaXOAAIIMIACS 10

aapecy https://172.16.144.10:9443 /user/account (mmst cetu AC «CKP LII»

win https://212.22.67.106:9443/user/account myisa cetu WHTEpHET), BBEns

JIOTHH U NapoJib, BBIJAHHBIE aIMUHUCTPATOPOM;
- Ha Bknagke «2i. mouta U napoiab» B paszaene «llaponb» HaxaTh Ha
KHONKY «/3MeHUTHY;

- BBecTu HOBBII MAPOJIL U HAXKATh KHONIKY «COXpaHUThY.

Jlucm

Uam.

Jlucm |Ne dokym. odn. Hama
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